I. Introduction
===============

The declaration of 'Health for All by the Year 2000' by the World Health Organization (WHO) emphasized the need for better healthcare services not only at the hospital level, but also for primary health care (PHC) and community health services \[[@B1]\]. Hospitals as secondary care facilities in developed and developing countries have already adopted Electronic Health Records (EHR) and have done so longer than primary care organizations \[[@B2]\]. Previous research found that electronic health services, such as the use of the EHR system, improves accessibility, coordinates patient care, improves management, and increases patient safety and the quality of treatments \[[@B3][@B4]\].

Although EHR implementation has already been established in some developing countries, the continuity and sustainability of EHR adoption is either low or underutilized \[[@B2]\]. The cost of shifting to electronic documentation coupled with inadequate healthcare funding, large populations and remote communities, limited availability of technology, a lack of technical expertise and low computer skills of staff members, and a lack of facilities are the major issues preventing the adopting of electronic health systems in developing countries. Hence, the WHO recommended a guideline for EHR implementation for developing countries \[[@B5]\].

To date, many studies have been conducted to review the adoption of EHR for primary care in developed countries such as Canada, the United States, and the United Kingdom \[[@B6]\]. The success factors of electronic records are related to individual readiness factors such as knowledge, attitudes, and computer-related skills and are also associated with preparedness evaluations of the components of an organization before the application \[[@B7][@B8]\]. Thus, the readiness of healthcare staff or individuals as well as the organization should be assessed prior to system implementation because any of these factors may not be fully prepared to accept the change and the new system \[[@B9]\].

Given that the number of reviews of EHR implementation experiences in the PHCs of developing countries remains very limited, a current review of EHR adoption during the setup of PHCs in developed and developing countries is timely and crucial due to the fundamental function of PHCs as the first level of care and as a source of coordinated care for people in the community. Furthermore, preparation strategies, such as recognizing the enabling factors and barriers to readiness, should be assessed before adopting the system because they are related to the continuity of health information technology adoption in low-resource settings, such as a PHC, where reliable data is also needed to support public health and local supporting organizations \[[@B10]\]. In addition, a review of the enabling factors and barriers related to EHR implementation in PHCs in both developed and developing countries has not been done before to the best of the authors\' knowledge.

To address this gap, the authors conducted a narrative review of the literature with respect to barriers to readiness for EHR adoption in PHCs. The introduction to the EHR development process included the recognition that the enabling factors and barriers to readiness should necessarily include local governments, healthcare providers, and administrators before the implementation process. This is essential to highlight the need for preparing a review of the readiness to adopt the EHR application based on the type of country. For analytical purposes, the authors classified the places of research based on the World Economic Situation and Prospects (WESP) approach, which classifies all countries of the world into categories: developed and developing countries \[[@B11]\]. The objective of this study was to explore the enabling factors associated with the readiness for EHR implementation in primary care. A second objective is to recognize barriers to readiness in developed and developing countries.

II. Literature Review
=====================

1. Health Record Systems in Primary Health Care
-----------------------------------------------

The WHO has established standards for health records in primary healthcare \[[@B12][@B13]\]. The types of standards typically assessed include: (1) basic patient demographic identification and clinical information at the first visit, including previous medical history and allergies, family/social history; (2) ongoing or continuation of the record, including previous or the updating of any problem and medication lists, and organising progress notes, lab and consultation reports, and other documentation within the record; (3) chief complaint, symptoms and signs, a clinically appropriate treatment plan, follow-up plan, provider signature, and next visit date; (4) plan for preventive care, including immunisations and patient education (e.g., drug assessment and counselling) and documentation of advance instructions; and (5) plan for coordinate care with other providers, such as follow-up on referrals to a hospital and the initialling of lab findings and reports from expert consultants.

2. Electronic Record for Medical Documentation in Primary Health Care
---------------------------------------------------------------------

Based on research by Rodrigues et al. \[[@B14]\], the use of electronic reports in a small healthcare facility such as a PHC allows physicians to access the records of patients in a rapid and simple way. There are three forms of electronic records: the Electronic Medical Record (EMR), the EHR, and the Personalised Health Record (PHR) \[[@B5][@B15]\] ([Table 1](#T1){ref-type="table"}).

The WHO definition of an EMR is an electronic version of a medical record in healthcare facilities such as hospitals and PHCs. It contains medical information from clinical works for diagnosis and/or treatment. The EHR is compiled as a source of clinical data in a healthcare facility. It includes information from all clinicians or laboratories which are involved in the care or diagnosis of a patient. Other providers are able to access the patient\'s information and provide care for the patient using the health record. The PHR is an EHR managed by patients. It covers health information from many sources, including clinicians, laboratories, or from the patient and can be managed as confidential by the patient ([Figure 1](#F1){ref-type="fig"}).

As the first level of the provision of healthcare, PHCs play an important role as a hub of coordination to provide a basic level of care and to help people to find a specialised service in other facilities by means of coordination and collaboration with other types of organizations, such as hospitals \[[@B16]\]. Information exchanges between organizations are necessarily managed carefully to maintain the quality of care. The use of information technology may be beneficial for the coordination system between the PHC team and the staffs of other facilities \[[@B17]\].

3. Electronic Health Record Adoption
------------------------------------

The computer-based patient record (CPR) as the first type of electronic record was introduced in the 1990s in the United States \[[@B5]\]. By the year 2000, the WHO stipulated the implementation of EHR for better healthcare services from the primary healthcare level to the secondary level of care (hospitals) and other healthcare services or organizations. The EHR was initially used to store data regarding claims of insurance, for document capturing by image scanning, and laboratory results and clinical use factors as patient documentation either in an outpatient clinic or an inpatient clinic at hospitals in developed countries \[[@B18]\].

The capability of the EHR system has increased significantly with several new functionalities in primary care using patient-clinician interactions in virtual consultations and telemedicine. The documentation of clinical works by multiple organizations which use EHR systems starts with primary care physicians, experts (specialty and subspecialty) at hospitals, private laboratories, insurance companies and the patients \[[@B19]\]. The adoption of an EHR system by a healthcare facility should be done to increase healthcare efficiency, reduce the unnecessary duplication of services, and to improve confidentiality of the data as well as the quality of care among the population \[[@B5]\].

III. Methods
============

We conducted a literature review to identify relevant papers published between 2006 and 2018 by applying the keywords 'electronic health record' and 'readiness' or 'barrier' or 'enabling factors' and 'primary health care' or 'primary care'. The inclusion criterion was that the articles should be published in English.

[Figure 2](#F2){ref-type="fig"} describes the essential steps of the literature search process. Based on earlier work \[[@B20]\], the search strategies included Step 1, which involved finding the keywords to search for the articles. Step 2 targeted the open-source databases. The authors chose the MEDLINE/PubMed, ScienceDirect, ProQuest, and PMC databases as they provide medical databases. Step 3 applied the terms or keywords. Step 4 and Step 5 selected the articles and removed any duplicates, respectively. Step 6 was a review of the full text and excluded an article if it was not related to the aim of the study.

1. Selection Criteria
---------------------

The studies involved in this review met the following criteria.

### 1) Empirical phase

The studies had empirical phase in their study design, such as a qualitative, quantitative, or a mixed method. A clear data collection process was stated along with objectives of the research and a clear description of the measurement tools.

### 2) Enabling factors related to readiness

Enabling factors related to readiness are the critical success aspects in the implementation of EHR system. Based on previous studies, the enabling factors of readiness involved two major factors \[[@B21][@B22]\]:

\- Individual readiness: This factor is divided into individual psychological factors and individual structural factors. Psychological factors consist of elements which may reflect individual beliefs regarding a change to a new technology, identifying problems, and the level of agreement with the changes. Structural factors are related to the ability of an individual to adapt to the new technology.

\- Organizational readiness: This involves organizational psychological and organizational structural factors. The psychological aspect is linked to the beliefs of organizational members regarding their commitment and efficacy, while the structural aspect is associated with human and material resources, policies, and communication networks.

The selected articles should have clear methods and the result should show the influence of the enabling factors and barriers related to readiness to use a new technology.

### 3) Barriers to readiness in EHR implementation

It is necessary to identify and eliminate these barriers before designing and implementing a system, as barriers are important effects that influence readiness \[[@B23]\]. Barriers in this case refer to obstacles which potentially prevent the implementation of electronic records. In each country, the problems hindering the implementation of electronic records would be very different, especially between developed and developing countries. Despite the potential benefits of adopting the EHR system, the progress of EHR adoption in developing countries is much slower compared to that in developed countries \[[@B24]\]. Based on research by Ajami et al. \[[@B23]\], the barriers preventing the adopting of health information technology are classified into five aspects: (1) organizational factors such as a lack of efficient planning, a lack of skilled manpower, and limitations related to training courses; (2) individual factors such as a lack of knowledge, unfamiliarity, user resistance, a lack of willingness to learn new skills, and limited awareness; (3) financial barriers such as a shortage of funds for the design, a lack of strategic planning, and a lack of incentives; (4) ethical-legal barriers including unauthorized access to patient information, computer system security, the security of the health data exchange, and a lack of an appropriate legal framework or policy; and (5) technical barriers such as a lack of a national health information network, a lack of an efficient hospital information system, a lack of the proper equipment and hardware necessary to implement the EHR system and programming and software according to the needs, a lack of appropriate infrastructure for the integration of EHR, a lack of a national standard terminology for the EHR system, a lack of national standards for data exchange, and incompatibility among information systems in terms of structure, content, and functions.

Based on research by Abdulrahman and Subramanian \[[@B25]\], a lack of efficient planning, a lack of skilled manpower, and limitations related to training courses are categorised as management barriers. In this review, we merged the management barriers, technical barriers, ethical-legal barriers, and financial barriers into the organizational factor category. Previous work concluded that readiness and barriers to readiness are related to the adoption rate of technology \[[@B2]\]. The sustainability and the success factors of EHR implementation are described in [Figure 3](#F3){ref-type="fig"}.

IV. Results
===========

1. Empirical Phase
------------------

From a total of 13 articles that were reviewed, it was found that 6 used quantitative studies ([Table 2](#T2){ref-type="table"}). Most of the methods used involved a cross-sectional study design, and the subjects of the research were mostly medical staff at healthcare facilities. Among the articles, 6 citations used qualitative methods, while 1 other citation used a mixed method. The research of 10 articles (77%) was conducted in developed countries such as the United Kingdom, the United States and Greece, while the other 3 articles (23%) were from developing countries such as Lebanon, Iran, and Ghana.

2. Enabling Factor of Readiness
-------------------------------

All of the enabling factors that influence readiness are discussed in the following articles ([Table 3](#T3){ref-type="table"}). Based on the literature review, the psychological factors of individual readiness in developed countries as enabling factors of readiness were willingness (4 articles), awareness (3 articles), a positive attitude (4 articles), optimism (1 article), an innovative culture (1 article) and perception of benefits (1 article). In developing countries, a positive attitude (1 article) and the perception of benefits (1 article) were found as the psychological aspects of individual factors. The structural factors of individual readiness in developed countries were related to demographic factors (3 articles), knowledge (3 articles), communication skills (2 articles), professional status (3 articles), computer skills (1 article) and the intensity of computer use (2 articles). However, in developing countries, knowledge and the duration of computer use were related to the structural factors of individual readiness.

Organizational readiness aspects also play an important role in EHR implementation \[[@B9]\]. Based on research by Timmings et al. \[[@B22]\], there are two enabling factors of organizational readiness: psychological factors and structural factors. Based on the review, in developed countries it was apparent that incentives and training were the common psychological factors mentioned in the articles (4 articles). Adaptation to a new system, assistance, teamwork, a qualified organization or accreditation status, monitoring and budget planning were also found to be psychological factors of organizations in developed countries. However, in developing countries, teamwork, training, the budget planning, access to information and collaborative work with other institutions were found to be the structural factors of organizations.

The second aspect of organizational readiness is the structural factor. In developed countries, the IT infrastructure, security and privacy, EHR policies and system integration were found to be the structural factors of organizational readiness. In developing countries, the IT infrastructure, IT human resources, and policy and ethical-legal issues were found to be the structural factors of readiness. Based on these findings, the authors developed a conceptual framework to briefly explain the readiness of EHR implementation ([Figure 4](#F4){ref-type="fig"}).

3. Barriers to Readiness in Adopting EHR
----------------------------------------

Barriers to readiness were identified in the 13 articles displayed in [Table 4](#T4){ref-type="table"}. The authors subsequently differentiated potential barriers between developed and developing countries.

From [Table 4](#T4){ref-type="table"}, there were 5 studies which mentioned individual barriers in developed countries. Commonly, it was unfamiliarity with the new application, while in developing countries, user resistance, a lack of awareness and a high workload were found as common barriers. Based on these findings, management barriers such as a lack of skilled manpower, a lack of related training courses, a lack of a strategic implementation plan, and a lack of interaction among team members were frequently found in developing countries compared to developed countries. Certain articles from among the three articles pertaining to the developed countries also mentioned financial barriers such as a lack of incentives and a lack of budget funds for hiring more personnel.

As shown in [Table 4](#T4){ref-type="table"}, ethical-legal barriers such as a lack of authorised access, a lack of privacy and a lack of EHR policies were found in articles from both developed and developing countries. However, technical barriers in developed countries, such as a lack of terminology standards for EHR, inaccuracies in the guidelines, and software problems were found to exist commonly during the adoption.

V. Discussion
=============

Health providers must create an EHR implementation roadmap, establish teamwork with the participation of end users, select and prepare leadership, provide user training to operate the system and also prepare support to maintain and promote the system \[[@B39]\].

Based on the current findings, the lack of familiarity with the new technology is a common barrier among healthcare staff which usually arises in developed countries \[[@B27][@B32][@B37]\]. This is likely because health information technology develops very quickly and new applications may be introduced without any prior exposure. The lack of training and experience with regard to new application-related issues may have contributed to the high degree of rejection among the medical staff in developed countries \[[@B28]\]. Other research showed that familiarity with the new technology may limit the ability of health care providers to support the use of the system and therefore may lead to lower adoption rates \[[@B34]\].

In developing countries, poor computer knowledge was a common barrier to EHR adoption readiness \[[@B35]\]. Previous studies have shown that healthcare professionals who have are computer literate and who frequently use computers in their workplaces were likely to be ready for EHR implementation \[[@B25][@B31]\]. Professional status has also been found to be an enabling factor of technology adoption among healthcare staff \[[@B32][@B33]\]. Nurses were found to be usually deficient in computer literacy among medical personnel; this may cause more computer nervousness, which can affect the acceptance of health information technology \[[@B40]\]. Thus, management support efforts such as providing training programmes and assistance should be continually made to enhance the skill of the medical staff in using computers to run the application \[[@B31]\].

As some of the organizational barriers, management constraints such as a high staff turnover and a lack of training in the healthcare facility may result in limited skilled manpower and insufficient senior managers \[[@B34][@B36]\]. Based on previous studies, training or courses for related technology are not only limited in developing countries but also in developed countries \[[@B28]\]. This may be caused by poor strategic planning before the adoption of the technology. Moreover, limited skilled manpower such as clinical and administrative staff at a PHC may result in stress and tension due to the high workload among the team \[[@B28]\]. Based on research by Weiner \[[@B41]\], a successful EHR implementation requires the establishment of a team that includes clinical staff members and administrative and information technology personnel to build mutual relationships in the organization \[[@B7]\].

As shown in [Table 4](#T4){ref-type="table"}, financial barriers were commonly found in developed countries and a lack of incentives was found to be the main problem. To reduce the barriers, management support is the enabling factor for readiness for the adoption of EHR. For instance, the government of the United Station has integrated a new system referred to as 'Meaningful Use'. The programme started providing incentive payments to professionals, hospitals, and Medicare (a health insurance organization) to promote the adoption and meaningful use of interoperable health information technology and qualified EHRs \[[@B18]\].

Furthermore, ethical-legal barriers such as a lack of computer system security, a lack of privacy as well as a lack of a policy were found in relation to EHR adoption in developed and developing countries \[[@B34][@B35]\]. Currently, EHR applications allow a clinical team (clinicians and nurses) to document healthcare delivery in acute care hospitals and to guide healthcare delivery by automated clinical decision making \[[@B5]\]. Previous research found that ethical issues were often faced by the team during EHR adoption due to a lack of coherency or inaccuracies in the clinical guidelines when set automatically by the EHR application with regard to the conditions of actual patients \[[@B35][@B41]\]. A lack of inter-professional communication, competency, too great a workload and personal distress may lead to ethical issues \[[@B42]\]. All medical professionals must be ready to face these challenges and identify the requirements of the laws of their countries, the organization policies, and the commitments of the profession before the system is implemented.

Technical barriers such as a lack of a terminology standard for the EHR system was frequently found in studies of developed countries \[[@B33]\]. Electronic health data records were frequently incomplete due to different terminology standards. Based on the experience of EHR adoption in developed countries, the exchange of electronic health data plays an important role in EHR implementation \[[@B29]\]. Thus, the EHR system must be more universal, must apply a standardized terminology or protocol, must improve accuracy and must be applicable at each level of care.

The review results have implications for regulators, healthcare organizations, and developers who are involved in the adoption of the EHR system to build a strategic plan for their organizations. Regulators may also use the results as evidence to measure readiness before adopting a new EHR application and to develop the current EHR.

In conclusion, readiness is important to enhance the possibility of the successful adoption of an EHR system in a healthcare facility. There are two enabling factors of readiness: individual readiness and organizational readiness. Both are influenced by psychological and structural aspects. However, during the adoption process, there are several problems that may prevent the individual from fully accepting a new system and thus reduce organizational readiness, and such a situation may hinder EHR implementation in the primary care facilities of both developed and developing countries. Individual barriers such as unfamiliarity, organizational and financial barriers such as a lack of incentives, ethical-legal barriers such as a lack of policies, and technical barriers such as a lack of a terminology standard for EHR were common problems related to the implementation of an EHR system in developed countries. For developing countries, the workload due to the complexity of the service, a lack of manpower, and poor teamwork were common problems which may cause the slow adoption of new health information technology such as EHR. This study has summarised the enabling factors and barriers with regard to EHR readiness in developed and developing countries. Future research should build upon the results presented here and focus on the development of EHR implementation in primary health care.
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